EXHIBIT 1



This notice may be supplemented with new significant facts learned subsequent to its submission.
By providing this notice, Keesal, Young & Logan (“KYL”) does not waive any rights or defenses
regarding the applicability of Maine law, the applicability of the Maine data event notification
statute, or personal jurisdiction.

Nature of the Data Event

On June 13, 2024, KYL identified suspicious activity on its network and moved quickly to secure
its environment. KYL immediately initiated an investigation with the assistance of third-party
forensic specialists to determine the nature and scope of the activity. Through the investigation,
KYL determined that there was unauthorized access to its network between June 7 and June 13,
2024. While on the network, the unauthorized actor acquired certain information stored therein.
Therefore, KYL undertook a comprehensive review of the data at risk to determine what
information was at issue and to whom the information related. On October 28, 2024, KYL
determined that information related to certain individuals could be impacted. The information that
could have been subject to unauthorized access includes name, Social Security number, driver’s
license number, financial account number, and individual taxpayer identification number.

Notice to Maine Residents

On November 27, 2024, KYL provided written notice of this incident to five hundred sixty (560)
Maine residents. Written notice is being provided in substantially the same form as the letter
attached here as Exhibit A. The same day KYL also provided substitute notice of this incident on
the homepage of its website and in major media outlets in all fifty (50) states. A copy of the website
notice is attached hereto as Exhibit B and the media notice is attached hereto as Exhibit C.

Other Steps Taken and To Be Taken

Upon discovering the event, KYL moved quickly to investigate, assess the security of its systems,
and identify potentially affected individuals. Further, KYL notified federal law enforcement of the
event and implemented additional safeguards. KYL is providing individuals whose personal
information was potentially affected by this incident with access to credit monitoring services for
twelve (12) months, through IDX, at no cost to the individuals.

Additionally, KYL is providing impacted individuals with guidance on how to better protect
against identity theft and fraud. KYL is providing individuals with information on how to place a
fraud alert and security freeze on one’s credit file, the contact details for the national consumer
reporting agencies, information on how to obtain a free credit report, a reminder to remain vigilant
for incidents of fraud and identity theft by reviewing account statements and monitoring free credit
reports, and encouragement to contact the Federal Trade Commission, their state Attorney General,
and law enforcement to report attempted or actual identity theft and fraud.

KYL is providing notice of this incident to state regulators, as necessary, and to the three major
credit reporting agencies: Equifax, Experian, and TransUnion.



EXHIBIT A



KEESAL
YOUNG Enrollment Code: <<ENROLLMENT>>

L AN
0G To Enroll, Scan the QR Code Below:
Return to IDX

P.O. Box 989728
West Sacramento, CA 95798-9728

<<First Name>> <<Last Name>>

<<Address1>> @) scan me

<<Address2>> Or Visit:
<<City>>, <<State>> <<Zip>> https://app.idx.us/account-creation/protect
<<Country>>

November 27, 2024

NOTICE OF [SECURITY INCIDENT] / IDATA BREACH]
Dear <<Full Name>>:

Keesal, Young & Logan (“KYL”) writes to inform you of an incident that may affect the security of some of your
information. This letter provides an overview of the incident, our response, and steps you may take to better protect
yourself should you wish to do so.

What Happened? On June 13, 2024, KYL identified suspicious activity on its network and moved quickly to secure its
environment. KYL immediately initiated an investigation with the assistance of third-party forensic specialists to
determine the nature and scope of the activity. Through the investigation, we determined that there was unauthorized
access to our network between June 7 and June 13, 2024. While on the network, the unauthorized actor acquired certain
information stored therein. Therefore, KYL undertook a comprehensive review of the data at risk to determine what
information was at issue and to whom the information related. On October 28, 2024, KYL determined that information
related to you could be affected.

What Information Was Involved? The information that could have been impacted includes your name and the
following types of information: <<Data Elements>>.

What We Are Doing. KYL takes the confidentiality, privacy, and security of information in its care very seriously.
Upon discovering the incident, we took immediate steps to secure the network and strengthen our security posture
moving forward. KYL is offering you access to complimentary credit monitoring and identity restoration services
through IDX for <<twelve/twenty-four (12/24)>> months. The deadline to enroll in these services is February 27, 2025.
Please note that you will need to enroll yourself in these services, as we are not able to do so on your behalf. You can
find instructions regarding how to enroll in these services in the enclosed Steps You Can Take to Protect Personal
Information.

What You Can Do. You can review the enclosed Steps You Can Take to Protect Personal Information which contains
guidance regarding what you can do to better protect against possible misuse of your information. We also encourage
you to remain vigilant against incidents of identity theft and fraud by reviewing your account statements and monitoring
your free credit reports for suspicious activity and to detect errors over the next 12 to 24 months.



For More Information. We understand you may have questions about the incident that are not addressed in this letter.
If you have questions, please call 1-866-932-9695, Monday through Friday from 6:00 a.m. to 6:00 p.m. Pacific Time.
You may also write to KYL at The Waterfront at Catalina Landing, 310 Golden Shore, Long Beach, CA 90802.

Sincerely,

Keesal, Young & Logan



Steps You Can Take To Protect Personal Information

Enroll in Credit Monitoring and Identity Protection

1. Website and Enrollment. Go to https://app.idx.us/account-creation/protect and follow the instructions for enrollment
using your Enrollment Code provided at the top of the letter. Please note the deadline to enroll is February 27, 2025.

2. Activate the credit monitoring provided as part of your IDX identity protection membership. The monitoring included
in the membership must be activated to be effective. Note: You must have established credit and access to a computer
and the internet to use this service. If you need assistance, IDX will be able to assist you.

Monitor Your Accounts

Under U.S. law, a consumer is entitled to one free credit report annually from each of the three major credit reporting
bureaus, Equifax, Experian, and TransUnion. To order a free credit report, visit www.annualcreditreport.com or call,
toll-free, 1-877-322-8228. Consumers may also directly contact the three major credit reporting bureaus listed below to
request a free copy of their credit report.

Consumers have the right to place an initial or extended “fraud alert” on a credit file at no cost. An initial fraud alert is a
1-year alert that is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a
business is required to take steps to verify the consumer’s identity before extending new credit. If consumers are the
victim of identity theft, they are entitled to an extended fraud alert, which is a fraud alert lasting seven years. Should
consumers wish to place a fraud alert, please contact any of the three major credit reporting bureaus listed below.

As an alternative to a fraud alert, consumers have the right to place a “credit freeze” on a credit report, which will
prohibit a credit bureau from releasing information in the credit report without the consumer’s express authorization.
The credit freeze is designed to prevent credit, loans, and services from being approved in a consumer’s name without
consent. However, consumers should be aware that using a credit freeze to take control over who gets access to the
personal and financial information in their credit report may delay, interfere with, or prohibit the timely approval of any
subsequent request or application they make regarding a new loan, credit, mortgage, or any other account involving the
extension of credit. Pursuant to federal law, consumers cannot be charged to place or lift a credit freeze on their credit
report. To request a credit freeze, individuals may need to provide some or all of the following information:

Full name (including middle initial as well as Jr., Sr., 11, III, etc.);

Social Security number;

Date of birth;

Addresses for the prior two to five years;

Proof of current address, such as a current utility bill or telephone bill;

A legible photocopy of a government-issued identification card (state driver’s license or ID card, etc.); and

A copy of either the police report, investigative report, or complaint to a law enforcement agency concerning
identity theft if they are a victim of identity theft.

Nk L=

Should consumers wish to place a credit freeze or fraud alert, please contact the three major credit reporting bureaus
listed below:

Equifax Experian TransUnion
https://www.equifax.com/personal/ https://www.experian.com/help/ https://www.transunion.com/
credit-report-services/ credit-help
1-888-298-0045 1-888-397-3742 1-800-916-8800
Equifax Fraud Alert, P.O. Box 105069 Experian Fraud Alert, P.O. Box TransUnion Fraud Alert, P.O. Box

Atlanta, GA 30348-5069 9554, Allen, TX 75013 2000, Chester, PA 19016

Equifax Credit Freeze, P.O. Box 105788 | Experian Credit Freeze, P.O. Box TransUnion Credit Freeze, P.O.
Atlanta, GA 30348-5788 9554, Allen, TX 75013 Box 160, Woodlyn, PA 19094




Additional Information

Consumers may further educate themselves regarding identity theft, fraud alerts, credit freezes, and the steps they can
take to protect your personal information by contacting the consumer reporting bureaus, the Federal Trade Commission,
or their state Attorney General. The Federal Trade Commission may be reached at: 600 Pennsylvania Avenue NW,
Washington, D.C. 20580; www.identitytheft.gov; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. The
Federal Trade Commission also encourages those who discover that their information has been misused to file a
complaint with them. Consumers can obtain further information on how to file such a complaint by way of the contact
information listed above. Consumers have the right to file a police report if they ever experience identity theft or fraud.
Please note that in order to file a report with law enforcement for identity theft, consumers will likely need to provide
some proof that they have been a victim. Instances of known or suspected identity theft should also be reported to law
enforcement and the relevant state Attorney General. This notice has not been delayed by law enforcement.

For District of Columbia residents, the District of Columbia Attorney General may be contacted at: 400 6th Street, NW,
Washington, D.C. 20001; (202) 442-9828; and oag.dc.gov.

For Maryland residents, the Maryland Attorney General may be contacted at: 200 St. Paul Place, 16th Floor, Baltimore,
MD 21202; 1-410-576-6300 or 1-888-743-0023; and https://www.marylandattorneygeneral.gov/.

For New Mexico residents, consumers have rights pursuant to the Fair Credit Reporting Act, such as the right to be told if
information in their credit file has been used against them, the right to know what is in their credit file, the right to ask for
their credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant to the Fair Credit
Reporting Act, the consumer reporting bureaus must correct or delete inaccurate, incomplete, or unverifiable information;
consumer reporting agencies may not report outdated negative information; access to consumers’ files is limited,;
consumers must give consent for credit reports to be provided to employers; consumers may limit “prescreened” offers of
credit and insurance based on information in their credit report; and consumers may seek damages from violators.
Consumers may have additional rights under the Fair Credit Reporting Act not summarized here. Identity theft victims
and active-duty military personnel have specific additional rights pursuant to the Fair Credit Reporting Act. We
encourage consumers to review their rights pursuant to the Fair Credit Reporting Act by visiting
www.consumerfinance.gov/f/201504 cfpb_summary_your-rights-under-fcra.pdf, or by writing Consumer Response
Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580.

For New York residents, the New York Attorney General may be contacted at: Office of the Attorney General, The
Capitol, Albany, NY 12224-0341; 1-800-771-7755; or https://ag.ny.gov.

For North Carolina residents, the North Carolina Attorney General may be contacted at: 9001 Mail Service Center,
Raleigh, NC 27699-9001; 1-877-566-7226 or 1-919-716-6000; and www.ncdoj.gov.

For Rhode Island residents, the Rhode Island Attorney General may be reached at: 150 South Main Street, Providence,
RI 02903; www.riag.ri.gov; and 1-401-274-4400. Under Rhode Island law, individuals have the right to obtain any
police report filed in regard to this event. There are approximately 364 Rhode Island residents that may be impacted by

this event.
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CONTACT CAREERS JOIN THE KYL MAILING LIST
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K THE KYL BAAIL

KEESAL.YDUN@DGA.N ABOUT PRACTICEAREAS PROFESSIOMALS DIVERSITY INNOVATION NEWS COMMUNITY (0

NOTICE OF DATA EVENT

Nowembar 27, 2024 - Heesad, Young & Logan [EYL" or "We"] recenthy discowenad an incidant that may hawe innpacted tha privacy ot indforrnanion relaed to cartain individueds. As wa continus to weork tosard notibydng impacned individusls disscrthy, wie are providing information abao tha evant, cur response, and steps potentially impocted indhiduals can taka 10 bemer protect thair infarmiation should they feal = s appropriate to dosa.

‘What Happened? On June 13, 2024, KYL ienziied suspicious activity on its ratsark and maved quickly 1o secune its enviranmient. KYL irmediataly initiated an irsestgation with the assistanca of third-party forenskc specialists to datarming the natune and scopse ot tha activty. Throcugh the investigation, wa datarmined that thane was unsuthor zed access toour network Beswean June 7 and Juna 13, 2024, While on tha retwark, tha unauthorized aceor acquired cartain informatan stared thersin. Tharatare, KYL undermook a
campratansha resiew ot tha data at risk to datanming what infarmation was at ssue and t wharm the indormation related. On Oonaber 28, 2024, KYL determénad that intarmation related o indeddisais may howe baen impacied.

Whhart Imfonmation was Affected? The types of potentially impacied informatsan may inclsde indkiduals’ nama, Saclal Securiny numiber, financial account intermation, drivers licanss numbar, RIssEIrT number, Qovernment idantification numbar, dace of birch, medical indormation, heakh inswance information, epayer dentificacion rumber, biometric infarmation, and wsermanmes | passwond.
How 'Will Indlviduals Know I They Are Affected By This Incldent? KYL plans 1o mall notcs leiwars oo | ndividuals whases persanal nfarmation was containaed i tha data at sswe and tor whom theay hava a mailieg address. IF you did not recaive a notcs lemar and believa yau may have been impactad, you can call the dedicated assktance ing raferenced balow.

Whart W s Dalmg. We take this awant and the saciinity of Informatan in our cane vy serioush: Upan eaming of this asant, wa immsdiataly taiok: staps 1 Secung our netwark and implarmanted addaicnal adminisirative and technical sateguards to burchar sacuna the infodrmatan i our cana. Metioe was alsa provided o tedaral ks andorcarnant.

‘What Affected Individuals Can Do. Poientially aftected individuals s encouraged o remain wigikant against indidents of kentity thatt by reviewing thair finandal account statements and cnedit reparts tor Unuswal scivity. Addrianal infermatian can be hound Belaw in tha Sheps Youw Can Take to Holp Protect Your information and inthe nosification lettans that will ba sent 1o attected individuais.

For Mare Information. i yau have questions, flease call aur dedicated assistancs ling at 1-855-952-9535, Monday through Friday from &00 aum. 10 6100 pun. Pacific Time ¥ou may alsa wiite to KL at Tha Watartront at Cataling Landing, 310 Galsan Shana, Lang Beach, T4 90802,

Steps You Can Take to Help Protect Your Information

ur credit Tar s s of unauthorized Under LLE. lawy 3 consurmar is anzithd 1o ana frae cradi report annually from each of the thies magor credit nepanting buraaus, Equitas, Esperian, and TransUnion Ta ordar your tree cradit repor, wisi wassianmualcradiorepont.com or call, 1oi-free, 1-B77-322 8228 ¥ou may also directly conmact the thrae magar credit reponting buraaus liszed balow 1o reguest a frea copy of your credit repornt.

Place a fraud alort an your enadit file. Cansumers have tha ight 10 place an initial of axtended “traud alart™ on a credit fik ot no cost. An inial fraud sle is 2 one-year alert that is placed an a ConsUmMErs Cradit file. Upon seaing a haud Jken display an a consumer’s cred file, o business is requined 1o take S1eps 1o varity the conswmans entity betana astending naw cradit. Ityou ana 3 wezim of identity thatt, you are entitied 1o an extanded taud s, which is 3 baud 2kt [asting seven yaars. Should yau wish 1o place a baud s,
pleasa contact any ona of the threa major cradit reponing buraaus lsoad below

Place a securlty freeze on youwr credit file. As an altarnativie oo a frawd @, Consu mers have tha rght 1o place a "onedit freeza” an a credit repor, which will prohibit 2 credit buraaw fram relsasing information in the credit report withaut the consumar’s asprass authoszatian. Tha reds reeze |5 designed to prevent oredit, loans, and servicas rom baing approved in your nans without your consant. Howavar, you should be awars that using a creds reee oo taka contal avar who gets 200ess 1o the parsanal and tinancial informatian in
WO CrRciT report may Salay, ntartens with, or prahisit the timaly spproval af any subSegUent request of apElication you maks ragarding a new kaan, credit, Mongage, of any Sthar 2000unt inkaling the extansion of oredit. Pursuant 10 fecaral law, you cannat Be charged 1o mlace o IR a cred tresze on your oredit repart. Ta request a sacunsy freasa, you will need to pravide tha following Informatian:

1. Full narmes [Inciuding raddie irsial as well as Ir, S, 0L 11, aoc|;

2. Sodial Security numbar;

I Date at birth;

&, Agdremses for the prior two to thva yaars;

5. Proot of curent address, such as a currant wility Bl ar elaphana DL

& & lagible phatocopy af a government-ssuad Mentification card (staa drivar's Boensa or 1D cand, miltary identification, enc); and

7. Acapy of @ither tha palios rapart, INWeSBgative Repart, of Complaing b a law antofcemant gency cancaming senzity thatt it you ane o wWoeim of Kanity thate.

Shauld you wish ta plece 2 fraud alert or credit frecza, plaasa cantsct the thres Major credt reparting bunaus listed balow:

Equifax Experian TransUnion
hrpsdwwseaguitacoo mdpersana oredit- reporn-senioas’ g iwwwanperiancomihelpd P L bm nsd rea N omredic- el
1-E3E-23B.0045 1-E9E-3IT-IT52 1-E00-ME-E30D
Equitax Frawd Alart, PO Bow 105069 Atlanta, GA 3034E-5053 Exparian Fraud Alart, PO, Bowx 9554, Alen, T 75013 TransUnkn Fraud Alart, PO, Sax 2000, Chestar, PA 19015
Equitax Credit Freeza, PO Box 105768 Atlanta, Ga I034E-57EE Exparian Credit Freaa, PO, Bax 95545, Alien, TX 750013 TransUnian Credit Fraeza, PO Box 160, Woodlyn, PA 15034

Additional Information

“au may further educate yoursat regarding identhy thatt, fmud akares, credit freanes, and the staps you Can oke to protect your parsonal indormation by cantacting the consumear reporting baraaus, the Fedeal Trede Cormirndssion, of your state Aoy Cancmal. The Redarad Trada Commmission rdy be reached ot 800 Pennsyhvania Avanue NW, Washingran, D 305380, wwwdanthythatt.goes 1-B77-I0-THEFT [1-377-43B-433E] and TTY. 1-BRE-EE3-426]. The Fedaral Trade Comirnésslon also ancaumnges thosa who discover that thair
nfanmation has baen misused 1o fla 2 comlaint with therm. Yiou can chtain turthar Enfarmation on b ta file Such a comglaint by way of the comacs information lised abowa. You i the right 1o 8e o polics repot i you svar eeperlance entity thak or taud Plaase note that in onder o file a raport with lavw entorcemient for idanity thaft, you will likaly need to provics some proat that wou hivss bean 2 dctim. Instandoes of known o suspaected identiny thett should aise ba reparted o law enbarcement ard your state Amcmey General.
This notice has not been dalayed by lavw arforcamsans.

For District of Cofurmnbia residents, the District of Colurnbia Artamey Ganaral may be contacted at: 400 61 Srast, MW, Washington, DC 20001; 1-202-727-3400; and cag.do.gow.
For Marydond residents, tha Mandand Amtornay Ganaal may be contactad ot 200 53 Poul Place, 16zh Floor, Baltimaore, MD 21203, 1-410-526-8562 o 1-888-T43-0023; and hnps e, mmandandanomeygans raloo
For Massochusedts resloents, Undar Massschivsatts law, you hove the righ o obealn any poboe et filed in regard tathis incldant. Hyoud ana the wictim of identhy thatt, you also have tha rght 1o fike o polics reeon and abeain a copsy at i

For Now Mexkeo resfdants, yau have rights pursuant 1o tha Fair Credit Reporting A2z, sUch as the right ta be told IF infarmation in your credit file has baen used against you, e right to Kknow what & inyour crediz fils, thie right to ask for yaur credit scong, and the right fo disputs incomplate or iNaccurats informatian. Furthar, pursdant 1o the Fair Credi Bepaning ACh tha Consumer reporting bunesus mUst carmect or delets inaccunts, incomglets, o unvarfiabla information; CORSUMET rRparting agencias may Nt report cutdaed
negative inforrnatan; acoess 1o your file IS lirmited; you mUsT give your consent hor credit repors 1o be provided 1o e phoyers: you may limit “prasoeaened” offers of credin and insirancs you gt besed on information in your credi raport; and you may seek damages from vialatar. You may have additianal rights wunder thea Fair Credit Raparting ACt nat suEmimanized hare. Idamtiny thasft wictims and acthse-duty mditary persannal have spacific addeional rights pursuant 1o tha Fair Credit Reporting Aot Wi SNCoUTDge You To Favkan yoLr
fights pursuant 1 the Fair Cradit Reportng Act by vishing www.consurmartinance.gowy 201504 _cfpb_sumimarny_yaur-rights-under-iorapdt, ar by writing Cansumer Respanse Cantar, Roam 130-4, Federal Trace Cammission, SO0 Pennsykania Sva. KW, Washingion, DD 20530

For Nows York reskoients, the Mew ¥ork Artornay Sanaral may be contactad at Office ot tha Attornay General, The Capinad, Albany, Wy 12224-0341; 1-800.771-T755, of hzpssiagmegavt
For North Carodna residents, tha Horh Caraling Ancrmay General miay bs comacied ot 3001 kol Saréos Conter, Ralegh, MO T7639.5001; 1-E77-566-T226 o 1-913-TIE-E000; and Wit Nioma] gos.

For Rhode Iskand residents, tha Rhode kland Attoinay General may B reached at: 750 Sawh Main Sireet, Providaence, B 02203, 1-401-274-4400; and wwasizgaigay. Under Rhode kland law, wou have the right to obiain any palics repart fied in regand ta this incidant



EXHIBIT C



KEESAL, YOUNG & LOGAN PROVIDES NOTICE OF DATA EVENT

November 27, 2024 - Long Beach, California. Keesal, Young & Logan (“KYL”) experienced an incident
that may have impacted the privacy of information related to certain individuals. As KYL continues to work
toward notifying impacted individuals directly, KYL is providing information about the event, its response,
and steps potentially impacted individuals can take to better protect their information should they feel it is
appropriate to do so.

On June 13, 2024, KYL identified suspicious activity on its network and moved quickly to secure its
environment. KYL immediately initiated an investigation with the assistance of third-party forensic
specialists to determine the nature and scope of the activity. Through the investigation, KYL determined
that there was unauthorized access to their network between June 7 and June 13, 2024. While on the
network, the unauthorized actor acquired certain information stored therein. Therefore, KYL undertook a
comprehensive review of the data at risk to determine what information was at issue and to whom the
information related. On October 28, 2024, KYL determined that information related to individuals may
have been impacted. KYL plans to mail notification letters directly to potentially impacted individuals for
whom it has a mailing address. The notification letters will include resources that individuals can reference
to further protect their information.

The types of potentially impacted information may include individuals’ name, Social Security number,
financial account information, driver’s license number, passport number, government identification
number, date of birth, medical information, health insurance information, taxpayer identification number,
biometric information, and username / password. KYL encourages potentially affected individuals to
remain vigilant against incidents of identity theft by reviewing their account statements and credit reports
for unusual activity.

Interested individuals can find additional information about the event at www.kyl.com.

Media contact:
Marilyn Whitcomb; datainquiries@kyl.com



